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K 00s13aTeIbHON MH(POPMAUH IS
pa3menieHus Ha caiite MAJIOY
MOr.Kpacnonap «lleHTp - neTckuii
cag Ne 21»

NHOOPMAIIMOHHASA TAMATKA
IS OBYYAIOIIUXCA 1JId PASMEIEHUSA
HA OOUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaxapIM TOJIOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCS OOJbIIE, a
IIKOJBHUKM OJHU W3 CaMbIX aKTHBHBIX MoJib3oBarenen PyHera. Mexnay Tew,
MOMHUMO OTPOMHOTO KOJMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET M MPOOJIEMBI.
Ota naMATKa J0JDKHA MOMOYb Te0e 0€30IacHO HaXOAUThCS B CETH,

KoMmnbioTepHbie BUPYyCHI

KomnproTepHblii BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IMPOTPaAMM,
OTJINYUTEIILHOU OCOOCHHOCTBHIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHUIO,
B nonosHeHune K 3TOMY, BUPYChl MOTYT MOBPEIUTh WM MOJTHOCTHIO YHUYTOKUTh
Bce (ailiibl ¥ JaHHBIE, MOJKOHTPOJIBHBIE MOJIH30BATEI0, OT UMEHH KOTOPOTO ObLIa
3amylIeHa 3apaXEHHAsl MporpaMma, a TaKKe MOBPEAUTh WM JAXE YHUYTOXKUTH
OTIEpallMOHHYI0 CHUCTEMY CO BceMu ¢aiiiamu B 1esioM. B OOJBIIMHCTBE CllydaeB
PacpOCTPAHSIIOTCA BUPYCHI UEPE3 UHTEPHET.

MeToabl 3a1UTHI OT BPEIOHOCHBIX IMTPOTPAMM:

1. Ucnionb3yil COBpEMEHHbIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOILINE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MTPOTPamMM;

2.IlocTtostHHO ~ycTaHaBnuBail mnautu (UUGPOBBIE 3aIUIATKH, KOTOPbIE
ABTOMATHUYECKM YCTAaHABIMBAIOTCS C IEJbI0O JOPAOOTKH TMPOTpamMMbl) M APYTHE
OOHOBJICHHSI CBOEW oOmnepaluoHHOW cuctembl. CkauWBall HX TOJIBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum  cymiecTByeT — pexum
aBTOMATHYECKOT0 OOHOBJICHUS, BKIIIOUHU €TO0;

3, Paboraii Ha cBOeM KOMIIBIOTEpE TMOJ[ IMpaBaMH IOJIb30BATENsI, a HE
aIMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTrpamMMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Ucnionib3yil  aHTUBUPYCHBIE  NPOTrpaMMHBIE  MPOAYKThl ~ M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NYECKUM JOCTYN K KOMIBIOTEPY JJI TOCTOPOHHUX JIUIL;

6. cnionb3yli BHEIIHUE HOCUTEIU WH(OpManuu, Takue Kak (uiemika, JUCK
win (aitn u3 MHTEPHETA, TOJIBKO U3 TIPOBEPEHHBIX NCTOYHUKOB,;

7.He oTkpbIBaii KOMIBIOTEpHBIE (aiibl, TOJYyYCHHbIE W3 HEHAJCKHBIX
UCTOYHUKOB. [laxke Te (hailsibl, KOTOpHIE MpUCIIAT TBOW 3HAKOMBIN. Jlydiie yTouHu
y HETO0, OTIIPABJISUI JIU OH TeOe UX.

Cern Wi-Fi

Wi-Fi - aT0 He Buj nepeayn JaHHBIX, He TEXHOJOTHS, a BCETO JIMIIb OPEH]I,
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"WECA”, uro o6o3Havano cioBocoueranue «Wireless Fidelity», koTopsiit
nepeoauTcs kak «oecrnpoBoanas TOUHOCTby.

Jlo Haiero BpemMeHu Aoliuia Apyras abOpeBuarypa, Kotopas sBJIsSeTCsS TaKou
XKe TexHojoruen. DTo abOpeBuatypa “Wi-Fi’, Takoe HasBaHme OBLIO JaHO C
HAMEKOM Ha CTaHJapT BbICIIeH 3BykoBoW TexHuku Hi-Fi, uyto B mepeBoje
03HAYa€T «BBICOKAS] TOUHOCTH.

Jla, OecraTHBIM MHTEPHET-A0CTYI B Kade, OTeIsIX U adpoIropTax sSBISCTCS
OTJINYHOW BO3MOXKHOCTBIO BbIXOJa B MHTEpHET. Ho MHOrMe sKkcnepThl CUMTAIOT,
gyT0 obmenoctymubie Wi-Fi cetn He SBISIFOTCS O€30TIaCHBIMH.

CogeTtbl 10 0e30macHOCTH pabOThI B 001IEOCTYMHBIX ceTsix Wi-Fi:

1.  He nepenasaii cBOIO JMYHYIO0 HHPOPMALIKIO Yepe3 001Ie10CTynHbie Wi-
Fi cetn. PaboTas B HUX, )KeJIaTEIHHO HE BBOAUTH MAPOJIH JOCTYIIA, JJOTUHBI I KaKHe-
TO HOMEPA;

2. HUcnonw3yit u 0OHOBISI aHTUBHPYCHBIE MPOTPaMMbI U OpanaMayep. Tem
caMbIM Thl 00€30macuIllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonb3zoBanuun Wi-Fi otkmoun ¢yHkuuo «OOmmi Aoctyn K
daiinam u npuHTepam». JlaHHas QYHKUIMS 3aKpbhITa MO YMOJTYaHUIO, OJIHAKO
HEKOTOPHIE MOJIb30BATENIM aKTUBUPYIOT €€ JIJIsl y100CTBA UCTIOIb30BaHUs B paboTe
unu yueoe;

4. He wucnone3yit myOmuunbiii Wi-F1 g1 mepepaum JUYHBIX JIaHHBIX,
HaIpuMep ISl BBIXO/Ia B COLIMAIBHBIE CETH WM B JJIIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonbko 3amuiieHHoe coeauHenue ydepes HETPS, a ne
HTTII), t.e. mpu Habope BeO-aapeca BBOAN UMEHHO «https://»

6. B moOunsHOM Tenedone otknoun ¢pyHkuuto «llonkmouenne k Wi-Fi
aBTOMaThueckn». He nmomyckaid aBTOMAaTH4YECKOrO MOAKIIOYEHUS] YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CouunaJjbHbIe CeTH

CornuanbHble CETH aKTUBHO BXOJAT B HAIly KW3Hb, MHOTHE JIIOJU pabOTaroT

U KUBYT TaM MOCTOSTHHO, a B Facebook yxke 3apeructpupoBan MUJUTHAP/] YEIIOBEK,
YTO SIBIACTCI OJHOM CEAbMOM BCEX JKUTEJIEH IIaHeThl. MHOTHE MOJIB30BaTEIN HE
MOHUMAIOT, YTO MH(MOpMaIus, pa3MelnieHHass UMUA B COIMATIBHBIX CETAX, MOXKET
OBbITh HaliZlcHa W UCIIOJb30BaHAa K€M YTOJHO, B TOM YHCIIE HE 0053aTebHO C
0JlaruMu HaMEpPEHUSIMU.

OCHOBHBIE COBETHI MO OE30MACHOCTH B COIUANIBHBIX CETSIX:

1. Orpanuyb cMcOK Apy3eid. Y Te0s B Ipy3bAX HE JOJDKHO OBITh CITyYalHbIX
Y1 HE3HAKOMBIX JIIOJICH;

2.3amumniail cBOIO 4YacTHYIO >Ku3Hb. He ykaspiBail mapoiu, TeneQoHBI,
aapeca, JaTy TBOETO pOXACHUS U JPyryl0 JUYHYI0  HWHGOOpPMAaIHIO,
310yMBIIIIICHHUKA MOTYT MCIIOJB30BaTh a)kKe HMHPOPMAIIHIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3amminaii CBOO peryTaIuio - Aep>KU €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XoTen OBl ThI, YTOOBI JPYTrH€ TMOJH30BATECIU BHUICIH, YTO ThI 3arpykaeib?
[Toxymaii, mpeskie 4em 4To-TO OMyOJIMKOBaTh, HAITMCATh U 3arPy3UTh;



4.Ecnu Tl TOBOPULIB C JIFOJBMHU, KOTOPBIX HE 3HAEIIb, HE MCHOJbB3Yil CBOE
peajgbHOe UMS U IPYTYIO JUYHYIO UHGOPMALMIO: UMSI, MECTO >KUTEIHCTBA, MECTO
y4eObl U TpoUee;

5.N36erait pasmenienus dororpaduit B MaTepHere, rae Thl M300pa)keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAEIUTHh TBOE MECTOIIOJIOKEHHE;

6.[lpu perucrpanuu B COIMAIBHOW CETH HEOOXOAMMO HCIOIb30BATh
CJIOHBIE TTAPOJIH, COCTOSIINE U3 OYKB U HU(P U C KOJIMUYECTBOM 3HAKOB HE MEHEE
8;

7.dns  commanpHOM cetu, IIOUTBI wu napyrux calToB HEOOXOIUMO
UCIIONIb30BaTh pasHble mapoiu. Toraa ecnu Te0s B3IOMAIOT, TO 3J0YMBIIUICHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

JJIeKTPOHHbIE IeHbI' U

DNEeKTPOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIM CHOCOO IUIaTeXel, OHAKO
CYIIECTBYIOT MOIIICHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3TH JICHBIH.

DJNIEKTPOHHBIE I€HBIM MOSBUIMCH COBCEM HETABHO U UMEHHO U3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM (DyHKIIMOHUPYIOT M O HUX Y€ MPOIMCAaHO B 3aKOHE, T'JIe
UX pa3feNisloT Ha HECKOJbKO BHUJIOB - AHOHHMHBIE U HE aHOHHMHbIE. Pa3Huia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOIUTh ornepanuu 6e3
UJCHTU(PUKALIMY TTOJIH30BATEIISI, @ B HE aHOHUMHBIX UJCHTU(DUKALINS TTOTh30BaTENs
SBJIIETCS 0053aTEILHOM.

Taxke cremyer pa3auyarb >SJEKTPOHHbIE (UaTHbIE JEHBIM (paBHBI
rOCYJIapCTBEHHBIM BaJIOTaM) W DJEKTPOHHbIC HE (PUaTHBIE JIEHbIU (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 O€30MacHON paboTe € ANEKTPOHHBIMU JIEHbraMU:

1.IIpuBspku Kk cueTy MOOMITbHBIHN TeneoH. ITO camblil yAO0OHBIN U OBICTPbIT
croco0 BOCCTAHOBUTH JOCTYN K cueTy, [IpuBs3aHHbINi TenepoH MOMOXKET, €ciu
3a0yellb CBOM IUIATEXKHBIM Mapob WM 3aif/Ielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2.Wcnonb3yi oxHopaszoBble maponu. [locie mnepexoma Ha yCHIEHHYIO
aBTOpM3aIMio Tebe yke He OyAeT yrpo’kaTh OMacHOCTbh KpaKu WIIM TepexBara
IJIATEKHOTO MapOJIs;

3. BriOepu cnoxsbii naposib. IIpecTynHukam OyaeT He MpOCTO yrajaathb
CJIOKHBIN Mapoyb. HagexHble napoiu - 3TO Mapoiau, KOTOpbIe COAEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B €€0s CTPOYHBIE M MPOMHUCHbIE OYKBBI, LUQPPHI H
HECKOJIbKO CMMBOJIOB, TaKH€ KaK 3HaK JIoJuiapa, (pyHTa, BOCKIMIIATEIbHBIN 3HAK U
T.II
Hanpumep, StROng!;;

4. He BBOAM CBOM JMYHBIC JaHHBIC Ha CalTaX, KOTOPHIM HE JIOBEPSEIIb.

JJIeKTPOHHAA M0YTA

DNEeKTpOHHAS MOYTa - 3TO TEXHOJOTHUS U MPEIOCTABIISIEMBbIE €0 YCIYTH IO
MEPECHUTIKE U MOTYUYEHHUIO JIEKTPOHHBIX COOOIICHHM, KOTOPHIE PaCIpeesatOTCs B
KOMIIBIOTEpPHOU ceTH. OOBIYHO JICKTPOHHBIM IMOYTOBBIN SIIIMK BBITJISIIUT



clenyomuM  o0pa3oM: UMs_NOJb30Barensa(@ums_jaoMeHa. Takxe Kpome
neperayu MPoCTOro TEKCTa, UMEETCs] BO3MOXKHOCTD NepeiaBaTh (aiibl.
OcHoBHBIE COBETHI IO 0€301acHOM PadoTe C INEKTPOHHON OYTOM:
1. Hamo BbIOpaTh NpaBWIBHBIM IOYTOBBIM cepBHUC. B uHTEepHETE €cTh
OTPOMHBIN BBIOOp OECIIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JyYIIE JOBEPATH TEM,
KOT'0 3HACWIb U KTO MEPBBIM B PEUTUHIE
2.  He ykaspiBail B nuuHONl mouTe auuyHyro uHpopmanuio. Hampumep,
Jy4Iie BHIOpaTh «My3bIKaJIbHBINA (paHaT@» uinn «pok2I13» BMecTo «wiemal3y;
3, Mcnonb3yil ABYX3TaHYO0 aBTOPU3ALUI0. JTO KOTJa MOMHUMO Mapojsl HYkKHO
BBOJUTH KOJ, MpUChUIaeMblid 0 SMS;
4.  BeiOepu CIIOKHBIN TTapostb. J[Is KaXI0T0 IMOYTOBOTO SIIHMKA JODKEH OBITh
CBOM HAJIC)KHBIN, yCTOMYMBBIN K B3JIOMY NapOJb;
5.  Ecam ecth BO3MOXKHOCTH HalKCaTh CaMOMY CBOM JIMYHBIA BOIPOC,
WCTOJIB3YH 3TY BO3MOKHOCTB;
6. Hcnonp3yld HECKOJBKO TIIOYTOBBIX SIIMKOB. [lepBBI UIsi 4YacTHOM
NEPENUCKHU C aApecaTaMy, KOTOPBIM Thl JOBEPSCIIb. JTO IEKTPOHHBIN aJpec HE HA0
UCIOJIb30BaTh MPU PETUCTPALlUU Ha (popyMax U calTax;
7. He otkpeiBaii (aiiipl U Apyrue BIOKEHUS B MHCbMax, JakKe €CIH OHH
OPULIUIM OT TBOMX JApy3ei. Jlyumie yTOYHM y HHX, OTHPAaBISUIM JU OHU TeOe 3TU
aiisr;
8. Ilocme okoHuaHuss pabOTBI Ha IMOYTOBOM CEPBHUCE TIEpell 3aKPBITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaKaTh Ha « BRIATIY.
Kun0epOyiimHr uiiu BUPTyaJIbHOE H31€BATEIbCTBO
KubepOymauHr -  mpeciaenoBaHUE  COOOLIEHUSIMH,  COAEpXKAIIUMU
OCKOpOIeHMs, arpeccuro, 3aIyTUBaHUE; XYJINTaHCTBO; COLIMAJIbHOE
OOWKOTHPOBAHUE C TOMOLIBIO PA3JIMYHBIX HUHTEPHET-CEPBHUCOB.
OcHoOBHBIE COBETHI 110 00PHOE ¢ KHOEPOYIUTUHIOM:
1. He Opocatica B 60it. JIyummuii crmoco0: MOCOBETOBAThCS Kak ceOsl BECTH
U. €CJIM HET TOro, K KOMY MOXHO OOpaTUThCs, TO BHa4aJle yCIOKOUThCS. Eciu Tbl
HayHEeUIb OTBEYaTh OCKOPOJICHHWSMU Ha OCKOpPOJEHMs, TO TOJBKO elie OoJblie
pa3zoAOKeIb KOH(IIHUKT;

2. VYnpasnsii cBoei kubeppenyTauuei;

3. AHOHUMHOCTb B ceTd MHUMasi. CyIecTBYIOT CIOCOOBI BBISICHUTD, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4.  He crouT BecTn XyJuranckuii o0Opa3 BUPTyajabHOU ku3HU. VIHTEpHET
(¢uKcHpyeT Bce TBOM JEHUCTBHUSI M COXpAHSET UX. YJaIUTh UX OyJeT KpaiiHe
3aTpyAHUTEINIBHO;

5. Co0xromaii CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyd eawHWYHBIA HeratuB. OJHOPA30BbIE OCKOPOUTEILHBIC
cooOmIeHUsT Jyunle WrHopupoBatb. OOBIYHO arpeccusi MpeKpauiaeTcss Ha
HavaJIbHOM CTa UM,



7.  ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH,

B COIIMAJIbHBIX CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKH OTIIPABKH COOOIIEHUH C
ONpEIEIEHHBIX aJPECOB;

8.  Ecmu THI cBuaerenp kuOepOysutMHpa. TBOM JCHCTBHUSA: BBICTYIHUTH
NPOTUB TIPECIENOBATENS], IOKa3aTb €My, 4YTO €ro JCHCTBHS OLEHUBAKOTCS
HEraTUBHO, MOJJIEPKaTh >KEPTBY, KOTOPOM HY’)KHA IICUXOJOTMYECKas IOMOILb,
COOOIIIUTH B3POCIBIM O (PaKTE arpeCCUBHOTO MOBE/ICHUS B CETH.

2. [loxainy¥ica aiMUHUCTPATOPAM UTPBI HA TUI0X0E MOBEICHHUE 3TOI0 UTPOKA,
KEJIATEIbHO PWIOKUTh KAaKHE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3zbiBaii 1ruuHy10 uH(GOpMAIUIO B Tpodaiisie Urpsi;

4. YBaxall Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBiauBaii HeouImaabHbIe IaTYH U MOJIBI,

6. Mcnonb3yi Cll0XKHBIE U pa3HbIe MapOJIH;

7. Jlaxke BO BpeMsl MIPbl HE CTOMT OTKJIKOYATh aHTUBHUpYC. [loka Thl Urpaemisp,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

@OUIIHHT WIH KPaXKa JHYHBIX JaHHBIX

OOBIYHON Kpakell JeHeTr U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YJIMBHIIIb,
HO C Pa3BUTHEM HWHTEPHET-TEXHOJOTHMH 3JI0YMBIIIJIEHHUKH MEPEMECTUINCH B
UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JIEJIOM.

Tak mosiBUiIach HOBasg yrpo3a: MHTEPHET-MOUIEHHUYECTBA WM (DUILMHT,
rJIaBHas 1LEJIb KOTOPOrO COCTOMT B MOJYYEHUM KOH(HIEHUUAIBHBIX JTaHHBIX
M0JIb30BaTeNIeH - JIOTMHOB U mapoiieid. Ha anrnuiickoM si3bike phishing unraercs
kak (umuHr (ot fishing - priOHas noBms, password - naposib). OCHOBHBIE COBETHI
1o 60opb0e ¢ QUITUHTOM:

1.  Cnenu 3a cBoMM akkayHTOM. Ecii Thl mOI0O3peBaelb, 4YTO TBOS AHKETA
ObLja B3JI0MaHa, TO HEOOXOAMMO 3a0JOKMPOBATH €€ U COOOLIUTh aIMUHUCTPATOPAM
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. Hcnonb3yit 6e3omacHble BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB
Y TTIOMCKOBBIX CUCTEM;

3. Ucnonw3y#t cioxHble W pa3Hble mapoiu. Takum oOpaszoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA MOJy4YaT OOCTYI TOJBKO K OJHOMY TBOEMY
po IO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3NOMANK, TO HEOOXOIMMO MPEIYIPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOPBIE 100aBJICHBI Y T€OsI B APY3bsiX, O TOM, UTO T€Os B3JIIOMAIH H,
BO3MOXKHO, OT TBOEr0 HMMEHU OyJeT paccbulaThbCsi cCHaM M CChUIKM Ha
(UIIMHTOBBIE CATHI;

5. VYcranosu Haaexubii mapois (PIN) Ha MOOHITBHBIN TenedOH;

6. OTKIIIOYHM COXpaHEHHE Mapoist B Opaysepe;

7. He oTkpsiBaii (hailiel U APYTHE BIOXKEHHS B IMHCHMaX, HaKe €CIH OHH
MPUIILTA OT TBOUX JApy3ei. Jlydiie yTouHd y HUX, OTIPABIISLIN JIM OHU TeOE 3TH
daitb.

Mudposas penyranus



[MudpoBas penyTtanusi - 3T0O HETaTUBHAS WM TO3UTUBHAs HH(oOpManus B
cetu o Tebe. Kommpomerupyromas uHbopmanusi, pasmenieHHas B HMHrepHere
MOXXET Cepbe3HbIM 00Pa30M OTPA3UThCS Ha TBOEH peasibHOM xu3HU. «L{udposas
pemyTamus» - 3T0 TBOM UMUK, KOTOPBIKA popmupyeTcs u3 nHpopmanuu o Tede B
UHTEpPHETE.

TBOE MeCTO KHTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH,

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUKaluu  JIMYHOM
uHpopMaiuu B MHTepHeTe, He MOHMMAas BO3MOXHBIX MociencTBuid. Thl maxke He
CMOJKEIIb J0rafatbCsi O TOM, 4TO Qororpadus, pasMelleHHas 5 JeT Ha3al, craia

NPUYMHON OTKa3a NPUHATH TeOs Ha paldoTy.

KommMmenTapuu, pa3menienne TBoux (hotorpaduii u 1pyrue n1elcTBUsS MOTYT HeE
VCYE3HYTh JaXke IMOCIE TOr0, KaK Thl MX YAAINIIb. Thl HE 3HACHIb, KTO COXPAHUI ITY
uH(popMaIuio, momajga Jd OHA B NMOMCKOBBIE CUCTEMbl M COXPAaHWUJIACH JIM OHA, a
IJIABHOE: YTO MOAYMAIOT O TeOE OKPYXKArOIIHE JIFOU, KOTOPbIE HAMIYT U YBUISAT 3TO.
HaiiTu uHpoOpManuio MHOIO JI€T CHYCTS CMOXET JII00OM - Kak M3 JOOpbIX
noOyXIeHHH, TaK U C HAMEPEHUEM MIPUUMHUTH BPEd. ITO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI T10 3aIIUTE ITU(GPOBOM pemyTaIlUu:
1. Ilomymaii, mpexie 4eM 4To-To MyOJMKOBaTh U NepeiaBaTh y ceOs B
0J10TC MIN B COLMAIBHOMN CETH;
2. B nHactpoiikax npodusisi yCTaHOBU OTpaHUYEHHs] HAa TPOCMOTP TBOETO
npouIIs U €ro COACPKUMOTO, CACNIAaN TOJBKO «IUISl IpYy3ei»;
3. He pa3memaii u He yKa3biBail HHPOpPMAIIUIO, KOTOpPas MOXKET KOT0-I11u00
OCKOPOJIATH UJIH OOMKATh.
MooOuiabHbIi Te1ed)oH
CoBpemeHnHble cMapT(OHBI U TIAHIIETHI COACPKAT B ceO€ BIOJIHE B3POCIIBIN
byHKIIMOHAT, W Tenepb OHU MOTYT KOHKYPHpPOBAaTb CO CTAallMOHAPHBIMU
KoMmmbloTepamu. OHAKO, CPEACTB 3aIIUTHI JJIs TOJJOOHBIX YCTPOUCTB MOKA OYECHB
Mano. TecTMpoBaHME M TOUCK YSI3BUMOCTEH B HHUX TMPOUCXOJUT HE TakK
WHTEHCUBHO, Kak s [1K, To ke camoe kacaeTcsi U MOOUIIbHBIX MPUITOKEHUH.
CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl yKe MPAKTUUYECKH JOTHAIU
HACTOJIbHBIE aHAJIOTH, OJIHAKO pacHIupeHre (QyHKIMOHAIa BJIEUET 3a Cco0oi
OOJIBIIIYIO CJIOKHOCTh U MEHBIIIYIO 3allIUIIEHHOCTD.
Jlaneko HE BCe MPOW3BOJUTENU BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJII CBOMX YCTPOMCTB.
OCHOBHBIE COBETHI JIJIs1 6€30IaCHOCTU MOOMIIBHOTO TesieoHa:
Huuero He siBnseTcs mo-HacTosIeMy OecruiaTHbIM. bysib OcTOpoXeH, Belb
Korja Tebe mpejjararoT OSCIJIaTHBIA KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KaKue-
TO TUJIATHBIE YCITYTH;
Hywmaii, npexxne yem ornpaButb SMS, poro wiu Buneo. Tel TOUHO 3HAEIIb,
r7ie OHU OyyT B KOHEUHOM UTOTE?
Heo0xoaumMo 0OHOBIATH ONEPAIMOHHYI0 CUCTEMY TBOETO cMapT(dhoHa;
W cnonb3yit aHTUBUPYCHBIE TTPOTPaMMBI JIsI MOOMIJIBHBIX TelIe()OHOB;



He 3arpyxail npuiaokeHus OT HEM3BECTHOTO MCTOYHMKA, BEIb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro kak Thl BBIMJENIB C CANTa, I/I€ BBOJWI JINYHYIO HH(OPMAIHUIO,
3aiiIn B HACTPOMKHM Opay3epa u ynaimu cookies;

[lepuonuuecku npoBepsii, Kakue IIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMeEpE;

JlaBaii cBOii HOMEp MOOMIIBHOTO TenedoHa TOIBKO JOSM, KOTOPBIX ThI
3HACIIb U KOMY JOBEpSEIIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTa Thl UM HE TIoJIb3yelibesa. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAWH-UTPBI - 3TO  KpPacOYHbIE, 3axBaThIBAIOIINE
pa3BiieyeHUsl, OOBEIMHAIONIME COTHU THICSY YEJIOBEK MO Bcemy Mupy. Wrpoku
UCCIIEAYIOT JAAHHBI UM MHp, OOIIAIOTCA JAPYr C JAPYroM, BBINOJHSIOT 3a/laHusl,
CpaXaroTCsl C MOHCTpPAMHU U IMOJYYalOT ONBIT. 3a YJIOBOJIbCTBHUE OHHU ILJIATAT:
HOKYIAaOT JUCK, OIJIAUYMBAIOT A0OHEMEHT WM PUOOPETAIOT KAKUE-TO OILUH.

Bce atu cpenctBa uayT Ha MOAJEpKAHUE U Pa3BUTHE UIPbI, @ TAKXKE HA camy
0€30MacCHOCTh: COBEPIIECHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMU, BBITYCKAIOTCSI HOBBIE
naTuu (IUQPpPOBBIE 3aIIaTKU AJI IPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nomoOHBIX WIpax CTOUT oOmacaTbCs HE CTOJIBKO CBOMX COINEPHUKOB,

CKOJIbKO Kpa)kh TBOEM TMapoJii, Ha KOTOPOM OCHOBaHa CHUCTeMa aBTOpPHU3ALUU
OOJILIIMHCTBA UTP.

OcHOBHBIE COBETHI IO O€30ITACHOCTH TBOET'O UTPOBOTO aKKAYHTA,

1. Eciu npyroi Urpok BeAeT cels MIOXO0 WIM CO37aeT Te0e HENMPUSTHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;

ABTOpPCKOE IPaBo

CoBpeMEHHBIC IIKOJBHUKH - AaKTUBHBIC TIOJIb30BATEH  ITU(PPOBOTO
npoctpancTtBa. OAHAKO [ajleKo HE BCE 3HAIOT, YTO IMOJb30BAHME MHOTHMU
BO3MOXKHOCTSIMH  LUPpoBOro  Mupa TpeOyeT  coONIoACHUS  TpaB  Ha
WHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb,

TepMuH «UHTEIEKTyallbHAs COOCTBEHHOCTH» OTHOCHUTCS K pPa3iHMYHbIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAayMHAasi C HOBBIX H300PETEHHII U 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHUMBas KHUTAMHU,
dboTorpadpusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha HUHTEIUICKTyaIbHYI) COOCTBEHHOCTH Ha
MIPOU3BEICHUS HAYKH, JTUTEPATYPHI U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
KaueCTBE TapaHTHH TOTO, YTO WHTEJUICKTYaJbHBIN/TBOPUECKHUI Tpya aBTOpa HE
OyAeT HampacHbIM, JacT €My CHpaBeUIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETO TpyJAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue, Hukro 0Oe3
pasperieHuss aBTopa HE  MOXET BOCIHPOM3BOAWTH €0  MPOU3BEICHUE,
pactpocTpaHsATh, IyOJMYHO JEMOHCTPHUPOBATh, IPOAABaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HCIONHATH, TOKA3BIBATH/UCTIONHAT B dUPE WIH
pasMmerars B MIHTepHere.



Hcnonb30BaHne  «MUPATCKOTO» MPOTPAMMHOTO  00ECNeYeHHUsT MOXKET
MPUBECTH K MHOTHM pHUCKaM: OT TMOTEPH J[aHHBIX K TBOMM aKKayHTaM 0
OJIOKUPOBKH TBOETO YCTPOMCTBA, I/I€ YCTAaHOBJICHA HeJeraibHas mporpamma. He
CTOWT TaKXe 3a0BbIBaTh, YTO CYIICCTBYIOT JIETaJbHbIC M OCCIUIATHBIE TTPOTPAMMBI,
KOTOpBIE MOKHO HAWTH B CETH.

O nopraJue

CeTteBUYOK.p( - TBOI TJIABHBIM COBETYHK B CETH. 37€Ch THl MOXKEITh Y3HAThH
0 0€30MacHOCTH B CETH MOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a TIPU BO3SHHUKHOBEHUH
KPUTUYECKON CHUTyallud OOpAaTHTHCS 3a COBETOM. A TaKKe MPHUHATH Y4acTHE B
KOHKYpCaX M CTaTh CAaMbIM ITU(POBBIM IPaskTaHUHOM !



